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1 INTRODUCTION

These release notes highlight the product features, modifications, known caveats
and any special considerations for the host based utilities for the T-40 series
platforms.

Please note that all prior versions of the T-40 series utilities are now deprecated and
no longer supported.

The utilities are distributed in 32 bit images for X86 based linux systems. As such,
they can operate on both 32 bit and 64 bit systems. Inquire with the author for any
other host platform required.

Each utility has an associated MAN page describing it's operation and parameters.
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2 SYNOPSIS

The ssh_upgrade utility is used to apply software errata to the T-40 series
platforms. The ssh_upgrade utility uses SSH to provide security, and validates the
software prior to the download. With this release, it also matches the software image
to the device so inadvertent mistakes are not possible.

The tel_upgrade utility is the same as the ssh_upgrade utility except that it uses
Telnet as an APl over TCP rather than SSH. The same command line options,
features, and file checks are supported. The tel_upgrade utility is considerably
faster as Telnet does not have the same overhead as SSH. However, the
ssh_upgrade utlity is the preferred method where time to upgrade is not an issue.

The ssh_backup utility is used to retrieve a database from a T-40 series device and
store it as a file on the host. With this release, it creates self validating files to
prevent inadvertent, or intentional, corruption on their storage medium.

The tel_backup utility is the same as the ssh_backup utility except that it uses
Telnet as an APl over TCP rather than SSH. The same command line options,
features, and file checks are supported. The tel_backup utility is considerably faster
as Telnet does not have the same overhead as SSH. However, the ssh_backup
utility is the preferred method where time to retrieve the database is not an issue.

The ssh_reload utility is used to send a database stored on the host to a T-40
series device. After the DB is sent, the device is restarted to make the database take
effect. With this release, the self validating files are supported to prevent corruption
on the storage medium. Existing files are continue to be supported. There is no need
to create new backup files.

The tel_reload utility is the same as the ssh_reload utility except that it uses Telnet
as an API over TCP rather than SSH. The same command line options, features,
and file checks are supported. The tel_reload utility is considerably faster as Telnet
does not have the same overhead as SSH. However, the ssh_reload utility is the
preferred method where time to reload the database is not an issue.
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The ssh_talk utility is a general purpose SSH client. It is a lightweight client using
about 1/10 the resources of OpenSSH. It also does not need external libraries. Like
all the other utilities, the ssh_talk has been updated in this release to the most
current revisions of SSH. However, it remains backward compatible with all older
versions of the T-40.

The T40type.sh is a shell for any Linux System. It uses the standard Linux snmpget
app to retrieve information from the T-40 using the T-40 MIB. This shell will indicate
the hardware errata of the T-40.

The T40info.sh is a shell for any Linux System. It uses the standard Linux snmpget
app to retrieve information from the T-40 using the T-40 MIB. This shell will indicate
the Backup Status, Device ID, Device Owner, Software Information, Number of Sync
Ports, Number of Discrete Ports, and Number of Scan points.

The T40devid.sh is a shell for any Linux System. It uses the standard Linux
snmpget app to retrieve information from the T-40 using the T-40 MIB. This shell will
indicate the Device ID of the T-40. Please note that this is a proper subset of the
T40info.sh.

The T40release.sh is a shell for any Linux System. It uses the standard Linux
snmpget app to retrieve information from the T-40 using the T-40 MIB. This shell will
indicate the Software Information of the T-40. Please note that this is a proper
subset of the T40info.sh.

The T40nsync.sh is a is a shell for any Linux System. It uses the standard Linux
snmpget app to retrieve information from the T-40 using the T-40 MIB. This shell will
indicate the Software Information of the T-40. Please note that this is a proper
subset of the T40info.sh.

The T40dbstat.sh is a is a shell for any Linux System. It uses the standard Linux
snmpget app to retrieve information from the T-40 using the T-40 MIB. This shell will
indicate whether or not a database backup is required. That is, if there has been any
administrative changes since the last software backup. Please note that this is a
proper subset of the T40info.sh.
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The T40portstatus.sh is a is a shell for any Linux System. It uses the standard
Linux snmpget app to retrieve information from the T-40 using the T-40 MIB. This
shell will indicate the per port status for all the ports on the T-40 device.

The T40raw is a utility to allow a client connection to a T-40 endpoint that been
defined with an API of “RAW”. That is, a TCP socket without either Telnet or SSH
API defined on it. Some operations systems require such an interface for proper
operation. This utility allows a manual user to use the same connection and avoid
the need for an alternate interface with either Telnet or SSH API defined.
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3 RELEASE CHANGES

3.1 RELEASE 3.4
This release supports the T-40 MMX devices using self validation files.

3.2 RELEASE 3.3
This release supports the T-40 Al-SLM devices using self validation files.

3.3 RELEASE 3.2
This release supports the T-40 ETNC devices using self validation files.

3.4 RELEASE 3.1

This is a security release and supports the necessary updates to the T-40 series
devices to preserve network integrity.

3.5 RELEASE 2.2
This release supports the T-40 LTCN devices using self validation files.
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3.6 RELEASE 2.1

The major updates for this release is that the SSH implementation has been brought
up to 2023 standards as recognized by the IETF. However, since the utilities need to
operate with older equipment and servers; they are fully backward compatible when

they connect to a device that has not been brought up to date.

The second maijor issue is that the host resident files themselves were subject to
corruption. There was a manual procedure of checking the files for corruption via
checksums prior to each use; but in reality the checks were never performed. The
validation of the files is now performed by the utilities automatically at every
invocation. This prevents the inadvertent “bricking” a device in the field with a corrupt
file.

The utilities, where necessary, also now check to see if the files are compatible with
the T-40 device on which the operation are being performed. This was previously a
manual operation which was in reality almost always skipped. It is now automatic
and more reliable.

This release is considered a critical security update. All prior versions of the utilities
are immediately deprecated and should no longer be used.
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4 INSTALLATION

The distribution file consists of a zip that contains a BIN and a DOC directory.

After unzipping, change to the BIN directory and make all the file executable
with the command “chmod +x *”. Add the BIN directory to the PATH variable.

The individual utilities may be renamed if so desired.

All prior revisions of the T-40 Series Ultilities are deprecated with this release. Please
remove them to avoid problems.
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6 END-USER LICENSE AGREEMENT FOR SOFTWARE

This License Agreement ("License") is a legal contract between you and the manufacturer ("Manufacturer") of the system
("HARDWARE") with which you acquired software product(s) identified above ("SOFTWARE"). The SOFTWARE may include
printed materials that accompany the SOFTWARE. Any software provided along with the SOFTWARE that is associated with
a separate end-user license agreement is licensed to you under the terms of that license agreement. By installing, copying,
downloading, accessing or otherwise using the SOFTWARE, you agree to be bound by the terms of this LICENSE. If you do
not agree to the terms of this LICENSE, Manufacturer is unwilling to license the SOFTWARE to you. In such event, you may
not use or copy the SOFTWARE, and you should promptly contact Manufacturer for instructions on return of the unused
product(s) for a refund.

6.1 SOFTWARE LICENSE

You may only install and use one copy of the SOFTWARE on the HARDWARE (unless otherwise licensed by Manufacturer).
The SOFTWARE may not be installed, accessed, displayed, run, shared or used concurrently on or from different computers,
including a workstation, terminal or other digital electronic device (“Devices”). Notwithstanding the foregoing and except as
otherwise provided below, any number of Devices may access or otherwise utilize the services of the SOFTWARE. You may
not reverse engineer, decompile, or disassemble the SOFTWARE, except and only to the extent that such activity is expressly
permitted by applicable law notwithstanding this limitation. The SOFTWARE is licensed as a single product. lts component
parts may not be separated for use on more than one HARDWARE. The SOFTWARE is licensed with the HARDWARE as a
single integrated product. The SOFTWARE may only be used with the HARDWARE as set forth in this LICENSE. You may not
rent, lease or lend the SOFTWARE in any manner. You may permanently transfer all of your rights under this LICENSE only
as part of a permanent sale or transfer of the HARDWARE, provided you retain no copies, you transfer all of the SOFTWARE
(including all component parts, the media and printed materials, any upgrades, this LICENSE and, if applicable, the
Certificate(s) of Authenticity), and the recipient agrees to the terms of this LICENSE. If the SOFTWARE is an upgrade, any
transfer must also include all prior versions of the SOFTWARE. Without prejudice to any other rights, Manufacturer may
terminate this LICENSE if you fail to comply with the terms and conditions of this LICENSE. In such event, you must destroy
all copies of the SOFTWARE and all of its component parts.

6.2 INTELLECTUAL PROPERTY RIGHTS

The SOFTWARE is licensed, not sold to you. The SOFTWARE is protected by copyright laws and international copyright
treaties, as well as other intellectual property laws and treaties. You may not copy the printed materials accompanying the
SOFTWARE. All title and intellectual property rights in and to the content which may be accessed through use of the
SOFTWARE is the property of the respective content owner and may be protected by applicable copyright or other intellectual
property laws and treaties. This LICENSE grants you no rights to use such content. All rights not expressly granted under this
LICENSE are reserved Manufacturer and its licensors (if any).

6.3 SOFTWARE SUPPORT

SOFTWARE support is not provided by Manufacturer, or its affiliates or subsidiaries separate from the HARDWARE. For
SOFTWARE support, please contact your supplier of the HARDWARE. SOFTWARE support is limited to the warranty period
stated below unless either a separate contract has been consummated between you and the manufacturer or the manufacturer
has agreed in writing at the time of purchase by you of the software to an extension of the warranty. Should you have any
questions concerning this LICENSE, or if you desire to contact Manufacturer for any other reason, please refer to the address
provided in the documentation for the HARDWARE.

6.4 EXPORT RESTRICTIONS

You agree that you will not export or re-export the SOFTWARE to any country, person, or entity subject to U.S. export
restrictions. You specifically agree not to export or re-export the SOFTWARE: (i) to any country to which the U.S. has
embargoed or restricted the export of goods or services, which as of March 1998 include, but are not necessarily limited to
Cuba, Iran, Iraq, Libya, North Korea, Sudan and Syria, or to any national of any such country, wherever located, who intends to
transmit or transport the products back to such country; (ii) to any person or entity who you know or have reason to know will
utilize the SOFTWARE or portion thereof in the design, development or production of nuclear, chemical or biological weapons;
or (iii) to any person or entity who has been prohibited from participating in U.S. export transactions by any federal agency of
the U.S. government.

6.5 LIMITED WARRANTY

Manufacturer warrants that (a) the SOFTWARE will perform substantially in accordance with the accompanying written
materials for a period of ninety (90) days from the date of shipment from TeleComp R&D or a designated manufacturer.
Software support is limited to the hours of 9 AM to 5 PM ET Monday through Friday excluding TeleComp R&D observed
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holidays. Other coverage and extended warranty may be purchased at additional cost. Any implied warranties on the
SOFTWARE are limited to ninety (90) days. Some states/jurisdictions do not allow limitations on duration of an implied
warranty, so the above limitation may not apply to you.

Manufacturer's and its suppliers' entire liability and your exclusive remedy shall be, at Manufacturer's option, either (a) return of
the price paid, or (b) repair or replacement of the SOFTWARE that does not meet this Limited Warranty and which is returned
to Manufacturer with a copy of your receipt. This Limited Warranty is void if failure of the SOFTWARE has resulted from
accident, abuse, or misapplication. Any replacement SOFTWARE will be warranted for the remainder of the original warranty
period or thirty (30) days, whichever is longer.

6.6 NO OTHER WARRANTIES

TO THE MAXIMUM EXTENT PERMITTED BY APPLICABLE LAW, MANUFACTURER AND ITS SUPPLIERS DISCLAIM ALL
OTHER WARRANTIES, EITHER EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO IMPLIED WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT, WITH REGARD TO THE
SOFTWARE AND THE ACCOMPANYING WRITTEN MATERIALS. THIS LIMITED WARRANTY GIVES YOU SPECIFIC
LEGAL RIGHTS. YOU MAY HAVE OTHERS, WHICH VARY FROM STATE/JURISDICTION TO STATE/JURISDICTION.

6.7 SPECIAL PROVISIONS

The SOFTWARE and documentation are provided with RESTRICTED RIGHTS. Use, duplication, or disclosure by the United
States Government is subject to restrictions as set forth in subparagraph (c)(1)(ii) of the Rights in Technical Data and
HARDWARE Software clause at DFARS 252.227-7013 or subparagraphs (c)(1) and (2) of the Commercial HARDWARE
Software-Restricted Rights at 48 CFR 52.227-19, as applicable. Manufacturer is TeleComp R&D or it's designee
manufacturer., PO Box 138, Micanopy, Florida 32667.

If you acquired the SOFTWARE in the United States of America, this Software License are governed by the laws of the State
of Florida, excluding its choice of laws provisions. If you acquired the SOFTWARE outside the United States of America, local
law may apply. This LICENSE constitutes the entire understanding and agreement between you and the Manufacturer in
relation to the SOFTWARE and supersedes any and all prior or other communications, statements, documents, agreements or
other information between the parties with respect to the subject matter hereof.

7 LIMITATION OF LIABILITY

To the maximum extent permitted by applicable law, in no event shall Manufacturer or its suppliers be liable for any
damages whatsoever (including without limitation, special, incidental, consequential, or indirect damages for
personal injury, loss of business profits, business interruption, loss of business information, or any other pecuniary
loss) arising out of the use of or inability to use this product, even if Manufacturer has been advised of the possibility
of such damages. In any case, Manufacturer's and its suppliers' entire liability under any provision of this License shall be
limited to the amount actually paid by you for the SOFTWARE and/or the HARDWARE. Because some states/jurisdictions do
not allow the exclusion or limitation of liability for consequential or incidental damages, the above limitation may not apply to
you.
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8 AUTHOR

Comments and Questions regarding this document or the products covered within this
document should be addressed to the author.

Contact information is as follows:

TeleComp R&D Corp.
Angel Gomez, Phd.
PO Box 138
Micanopy, Florida
32667

: T e leCom P 386-754-5700

/ Researth & Development Corp angel@trdcusa.com
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